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3. Research
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Microsoft Office 365
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3. Research
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3. Research
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Function name L
sub_181A41040 - ]
sub_181A41050 3 _ intl28 *v2; // rax
zzg—igixigi% 4 struct IDispatch *v3; // rcx
sub:181A410CD 5 _in‘t128 \-"4; ¥mm@
. . sub_181A410D0 6 IRecordInfo *v5; // xmml 8
int main() { sub_181A410ED ; int128 *vG: o -

P T “I’[ ] cnmputer[ ] . cub_181A41100 _in ve; // rax

RN P’ # [ sub_181A41140 8 _ int128 v7; // xmm@

DWORD userlLen (user), computerlLen (computer) sub_181A411D0 9 TRecordInfo *v8; // xmml &
sub_181A41210 10 int128 *v9: // ra -
sub_181A41220 —n Va5 Jforax

GE'EUSEI'NENEAI:USEI’, userlLen); sub_181A41260 11 _ int128 vie; // xmm@
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sub_181A41340 13 _ln‘t54 \-’12; // rax
. . sub_181A41360 14 IRecordInfo *v13; // xmml 8
HINTERNET net InternetOpenA( "Windows Update"”, INTERNET_OPE sub_181A41300 15 struct tagVARIANT vi5; // [rbp-29h] BYREF
HINTERNET url InternetOpenUrlA(net, "http://example.com/", zﬂb:wlmlqsn 16 struct tagVARIANT v16; / [rbp-9h] BYREF
sub_181A41480 17 struct tagVARIANT v17; / [rbp+17h] BYREF
sleep( ); e leiatang 12 struct tagVARIANT v18; // [rbp+37h] BYREF
sub_181A414F0 19
sub_181A41500 20 s:( int128 ::1:)(82 + 32);
- b_181A41570 — . o
(url) InternetCloseHandle(url); e ) 1 - *(Struct IDispatch **)a2;
(net) InternetCloseHandle(net); sub_181A41590 22 *y2s
sub_181A415C0 . _ Yy,
cub_181A41500 23 (TRecordInfo *)*(( QWORD *)v2 +
sub_181A415E0 24 = ;
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3. Research
(2 JEETE

ATEQ0] 2M - 2. Fuzzing

american fuzzy lop ++3.15a

® days, ® hrs, 1 min, 45 sec
8 days, ® hrs, @ min, @ sec
® days, ® hrs, @ min, 28 sec
none seen

693.0 (61.5%) 7.01% / 11.34%
0 (0.00%) 3.79 bits/tuple

havoc 163 (14.u8%)
8253/24.6k (33.58%) 258 (22.20%)
111k

1851/sec 7 (5 saved)

disabled (default, enable with 4
disabled (default, enable with 1122
disabled (default, enable with 161
disabled (default, enable with 1123
n/a 2]
025/66.3k, 141/18.5k 166.00%
unused, unused, unused, unused

4.32%/9422, disabled
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3. Research
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P8 wtexe - WinDbg 1.2407.24003.0 (Administrator) o

Breakpoints Time T Model Source Memory

{F Step Out ant . m 5 o

Step Into Stop Debuggin v -

Brask | Ga, 13 el PUEIINT | Cettings Source Assembly  Local Feedback
" [T Step Over Detach o

Address: [@3: Follow current instruction

| eeve7ff6 4a5d 011854000000 xmmword ptr [rbp+eC4h], xmm@

'07914a64 0118544000000 xmmword ptr [rbp+8Dah], xmm@

3 | 87914a6b ©f1185¢4000000 s xmmword ptr [rbp+@Edh], xmme
© | eege7ff6 07914272 89854000000 dword ptr [rbp+@Fah], eax

| eeee7Ff6 a7 dword ptr [rbp+9eh], 68h

£ 00 rcx, [rbp+98h]

| ee0e7Ff6’ 87914289 F£1571950000 qword ptr [wt!__imp_GetStartupInfoW (7ff68791e00@)]

| eeee7Ff6 07914a8F ofs7ce Xorps  xmme, xmme
800876 87914292 338 xor eax, eax
000076 07914294 ©f114578 movups xmmword otr [rbos7shl. xmme
himepp X

Live user mode: <Local>
replace_filename(L"\ wt.exe
wt lwhinMainCRTStartup (00007ff6° 07917420)

wstring cmdline; : [object Object]
(FATLED(wil: :str_printf_nothrow(cmdline, L"%s %s", ourFilename.c_st

wtlwWinMain + @x512

©:000> dx -r1 @SdebuggerRootNamespace.Debugger.State.DebuggerVariables.curthread

wtlwWinMainCRTStartup (8@@e7+f6 879174a
1d ox7ecs

Index : exe

Name

information pi;
ICreateProcessh( tr(), cmdline.data(),

hild

wtlwWinMain+0x512 0x108550fca0d 0x7f(607917432
am % ’ ,v :
e . : wilinvoke_main +0x2 inline Function) (Inline Function)
ar o LRt oy . , 108550fce0 Ox7fffebfe257d

85501120 Ox7fffedaeaf2s
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3. Research
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Trust Manager
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Secure Reader
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Activation Filter
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4. Result & Demo
(1 JEEERE

Status ©
Develop . . .
o Microsoft Security Response Center <secure@microsoft.coms
We're investigating the issue. We appreciate your am» tome »
patience and discretion. 5
I,

Please respect coordinated vulnerability disclosure and
not report this publicly before we have notified you that Here's an update on your case:
this issue is fixed.

MSRC Case 113851
Submission number | |
VULN-183555

We confirmed the behavior you reported. We'll continue our investigation and determine how to address this issue.
Case number

113851 Please let me know if you have additional information that could aid our investigation, or if you have guestions.
Bounty ® Thanks!
o W

ISRC

Security impact

Elevation of Privilege
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4. Result & Demo

*IOFI-I |
n Microsoft | MSRC  Report anissue Customer guidance ~  Engage ~  Blogs ~  Acknowledgments

Secure research starts with
responsible testing.

Microsoft 365 Insider Builds on
Windows Bounty Program

Partner with Microsoft to strengthen our products and services by identifying and reporting

security vulnerabilities that could impact our customers.

IMPORTANT: The Microsoft Bounty Program is subject to these terms and those outlined in
the Microsoft Bounty Terms and Conditions, Microsoft Bounty Legal Safe Harbor, Rules of
Engagement, Coordinated Vulnerability Disclosure (CVD), Bounty Program Guidelines, and

the Microsoft Bounty Program page.
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4. Result & Demo
(1 JEEERE

MICROSOFT 365: HIGH-IMPACT SCENARIO AWARDS

Maximum Award

Scenario
Unauthenticated! non-sandboxed code execution with no user interaction?. $30,000
Office Protected View sandbox escape® (excludes vulnerabilities in components that are not installed by default with Office or $30,000

within the AppContainer sandbox that could affect any application that uses them)

Office Protected View bypass where a document that should normally open in Protected View* opens outside Protected View $20,000

Loading or activating OLE cbjects with no user interaction $20,000

$20,000 =43 X2 oI
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5. Future Works
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5. Future Works
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