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Abstract—Recently, Internet of Things (IoT) devices have been
installed everywhere, and these devices are connected through
wireless communication networks. In particular, uncrewed aerial
vehicles (UAVs), one of the most promising IoT devices, are
expected to be used actively in Internet of Battlefield Things
(IoBT) networks due to their flexible 3-D mobility. To react to
enemy UAV attacks in the IoBT networks, the ground-to-air
(G2A) or air-to-air (A2A) radio jamming can be an effective
counterattack technique that disrupts the communication and
control signals of adversary equipment. That is, it can be a
very effective means of coping with attacks by UAVs in modern
battlefields characterized by electronic warfare. Accordingly, this
article proposes a hierarchical distributed deep reinforcement
learning-based cooperative jamming (HDRL-CJ) method for
secure air-ground integrated networks. The proposed method
uses two types of jammers: ground jammers (GJs) and UAV
jammers (UJs). The GJ optimizes the beamwidth to maximize
the effectiveness of jamming, and the UJ tracks the malicious
UAV (MU) and controls the jamming power to minimize the
MU’s signal-to-jamming-plus-noise ratio (SJNR) while consid-
ering the UJ’s limited battery capacity. Moreover, to reduce
the computational complexity of reinforcement learning (RL)
method, we devise a hierarchical RL architecture that separates
the UJ’s movement control and transmit power control. Through
extensive simulations, we demonstrate that the proposed HDRL-
CJ method converges to the optimal solution obtained by the
optimal exhaustive search algorithm. Furthermore, by comparing
the jamming performance with several benchmark methods,
we validate the proposed method’s superior performance under
various 3-D network environments.

Index Terms—Cooperative jamming, deep reinforcement
learning (DRL), distributed learning, Internet of Battlefield
Things (IoBT), secure air-ground integrated network, signal-to-
jamming-plus-noise ratio (SJNR), uncrewed aerial vehicle (UAV).
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I. INTRODUCTION

A. Background

DVANCEMENTS in Internet of Things (IoT) tech-

nologies have significantly transformed modern warfare,
leading to the development of the Internet of Battlefield Things
(IoBT) [1], [2], [3]. IoBT integrates key military IoT com-
ponents, such as sensors, UAVs, surveillance equipment, and
wearables, to enable real-time data acquisition and monitoring.
This enhances situational awareness and supports rapid, data-
driven decision-making on the battlefield.

In addition, the importance of wireless communications
using a broad frequency spectrum has gradually grown in the
modern military to accomplish various critical tasks. These
tasks include the command and control of forces through
wired and wireless communications, tracking enemy activity,
locating allies, and assessing the effectiveness of weapons [4].
To secure an initiative in network-centric warfare, intelligent
data collection and analysis capabilities are required compared
with the enemy’s ability to handle the vast amount of real-time
data generated on a battlefield. This will enable proactively
identifying enemy signals and locations, neutralizing their
electronic weapon systems, and providing strategic decision-
making. Specifically, electronic warfare can be classified into
three categories: support, attack, and protection [5]. Among
these, electronic attacks impair enemy combat capabilities by
neutralizing their military communication equipment and non-
communication systems, including radar and guided weapons.
Because of the propagation and superposition properties of
wireless channels, military communication systems are vul-
nerable to security threats such as eavesdropping and jamming
attacks on wireless links [6]. Accordingly, extensive research
has been conducted not only on protective countermeasures
but also on the development of intelligent jamming techniques
aimed at disrupting adversarial communications and data
acquisition [7], [8]. Most conventional jamming techniques
adopt the use of either ground jammers (GJs) or UAV jammers
(UJs) independently to protect network communications and
security, primarily targeting fixed eavesdropping devices or
preidentified targets within mission areas [9], [10], [11], [12],
[13], [14], [15], [16], [17], [18].

In particular, the UJ is regarded as a critical asset in modern
electronic warfare owing to the unique advantages offered by
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its aerial platform. Unlike a GJ fixed to a single location, the
UJ possesses the decisive advantage of unrestricted mobility
in 3-D space, free from terrain constraints. This enables the UJ
to be positioned in real time at the optimal location to disrupt
the adversary effectively. Moreover, leveraging real-time data
collection and detection capabilities, the UJ can proactively
respond to rapidly changing battlefield conditions such as
frequency shifts or adversarial maneuvers. Such capabilities
substantially enhance the efficiency and accuracy of electronic
attack missions.

B. Related Work

Recently, several studies have investigated jamming tech-
niques that use GJs to disrupt communications between enemy
base stations and adversaries who have infiltrated friendly
territories to carry out their missions [9], [10], [11], [12],
[13]. Feng et al. [9] proposed a jammer placement optimiza-
tion algorithm to minimize the number of jammers required
for jamming an entire network. They optimized the place-
ment using integer linear programming and a metaheuristic
algorithm. Similarly, Gezici et al. [10] optimized the place-
ment of jammers based on Cramer—Rao lower bounds in an
environment where the jammer was aware of the network
topology, the number of nodes in the target, their location, and
the signal-to-jamming-plus-noise ratio (SJNR). Meanwhile,
Kim and Lim [11] proposed a reinforcement learning (RL)-
based jamming strategy that uses beamforming to enhance
the effectiveness of ground-based jammers. Specifically, a
multiarmed bandit (MAB)-based algorithm was used to learn
the beam direction, angle, and width to improve the jamming
effectiveness. However, these studies considered only fixed
enemy positions while determining the optimal solution. Huo
et al. [12], proposed a learning-based intermittent cooperative
jamming scheme for energy-constrained, nonslotted wireless
transmission environments in IoT systems. By optimizing the
jamming and energy-harvesting (EH) durations of the GIJs
through a learning-based approach, they effectively increased
the bit-error rate of the eavesdropper while significantly reduc-
ing energy consumption compared with conventional methods.
Li et al. [13] investigated the use of GJs to enhance the security
of communication systems. Specifically, they considered a
downlink cooperative nonorthogonal multiple access system
with an untrusted relay, where a friendly jammer was deployed
to improve physical-layer security and maximize the secrecy
sum rate.

Meanwhile, with the advancements in UAV-related tech-
nologies, UAVs have begun to be used for military purposes,
such as in electronic warfare and surveillance. For instance, by
outfitting UAVs with specialized jamming equipment, UJs can
be deployed on an actual battlefield. Many researchers have
considered using friendly UJs to counter malicious ground
node eavesdropping in our territory [14], [15], [16], [17],
[18]. Such UlJ-based electronic attacks can degrade hostile C3
(command, control, and communication) systems and radar
capabilities across wide areas. Li et al. [14] used a UJ that
could fly close to an eavesdropper and cooperatively transmit
jamming signals during a specified flight time. The authors
jointly optimized the moving paths and jamming power of
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the UJs to maximize the average secrecy rate. Zhong et al.
[15] investigated a cooperative jamming scheme in which
the UJ generated jamming signals to prevent eavesdropping
on UAV communications. This method is beneficial when
the transmission signal from a UAV transmitter to a ground
station is at risk of eavesdropping over a large network
area. The authors used a successive convex approximation-
based technique to plan the moving paths and control the
transmission power of UAVs, which enhances communication
quality and increases the secrecy rate. In addition, Nnamani
et al. [16] proposed a UAV-assisted jamming technique to
implement physical-layer keyless security in scenarios where
an eavesdropper with an unknown location exists in a friendly
territory. By jointly optimizing the moving path and jamming
power of a UJ and the transmit power of a source node,
they achieved secrecy rates comparable to scenarios in which
the location of the eavesdropper is known. However, because
these studies assumed static network environments where only
the UJ could move, they are limited in their application to a
dynamic environment. To mitigate eavesdropping, Dang-Ngoc
et al. [17] proposed a cooperative friendly jamming framework
using a UAV swarm for secure amplify-and-forward relaying
networks with wireless EH. They proposed a time-switching
relaying protocol that enables UAVs to harvest energy, relay
data, and jam eavesdroppers and derived the secrecy outage
probability under various detection techniques. Furthermore,
they provided guidelines for optimizing EH duration and
swarm size to achieve a target secrecy level. Similarly, Cabezas
et al. [18] addressed the problem of efficiently adjusting the
transmission directions (azimuth angles) of multiple coop-
erative UJs to enhance the security of legitimate ground
transmissions, and proposed a precoder to suppress jamming
at the legitimate receiver. They formulated the problem within
an MAB framework and demonstrated that their approach
achieved significant performance improvements and faster
convergence compared with benchmarks based on gradient
descent.

In addition, machine-learning (ML)-based algorithms suit-
able for dynamic network environments could be adopted for
3-D wireless networks. Several studies have been conducted
on deep-Q-learning (QL)-based algorithms that continuously
learn from dynamic networks and perform network optimiza-
tion based on real-time decision-making [19], [20], [21]. Liu
et al. [19] proposed a hierarchical deep Q-network (h-DQN)
model for dynamic spectrum access. The h-DQN demonstrated
faster convergence, higher performance, and higher channel
utilization than conventional QL or deep RL (DRL). Lee et
al. [20] introduced a hierarchical QL model that used an
inner-loop RL to adjust the transmit power of UAVs and
an outer-loop RL to control the frequency reuse factor of a
multi-UAV wireless network. Their findings demonstrated that
the proposed model effectively mitigates intercell interference
and reduces transmit power consumption, even when UAVs
move continuously. Furthermore, Kim et al. [21] proposed a
hierarchical RL framework that exploits the inner-loop RL
to determine the optimal transmit power of the UAV and
ground base station (BS) and outer loop RL to determine
the optimal UAV BS placement. The authors demonstrated
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that this framework can maximize system throughput and
minimize the number of outage users in a 3-D environment
with mobility and traffic dynamics. Given that the UJ and GJ
cooperatively jam the malicious UAV (MU), determining the
optimal beamwidth of GJ, transmit power, and the position
of UJ with a centralized RL causes enormous computational
complexity. Thus, reducing the computational complexity and
maximizing jamming performance is crucial with a hierarchi-
cal and distributed RL framework.

C. Motivation and Contributions

This study aims to develop a cooperative jamming method
that enables effective jamming against fast-moving MU in
3-D battlefields through the cooperation of GJ and UJ. Pre-
vious studies have focused solely on GJ-based configurations
and demonstrated that GJs can provide jamming effects against
MUs across multiple layers, ranging from hardware to soft-
ware [22], [23], [24]. However, when GJs use omnidirectional
antennas, their jamming footprint remains confined to a rel-
atively small area. In contrast, antennas with pronounced
directionality, such as the Yagi-Uda and helical designs,
achieve higher gain along the boresight but inherently restrict
the jammer to a narrow angular sector, further limiting overall
coverage [25].

This study assumes that the GJ is equipped with a perma-
nent power supply, allowing for continuous and high-power
jamming. However, since the GJ is deployed at a fixed position
on the ground and operates with directional transmission char-
acteristics, its jamming coverage can be limited. As a result, it
faces distinct limitations when attempting to single-handedly
jam a fast-moving MU. In contrast, the UJ can effectively
leverage its high mobility to jam MU, but its limited battery
capacity constrains its transmission power increment and flight
time. The cooperative jamming method can address these
issues by adjusting GJ’s beamwidth and UJ’s jamming power
and movement. The GJ controls the jamming effectiveness
by adjusting the jamming signal’s beamwidth, which radiates
upward in a direction perpendicular to the ground. This enables
the determination of the optimal beamwidth depending on the
location of the MU to maximize jamming performance. In
contrast, the UJ can effectively jam by tracking the MU’s
movement and controlling the optimal jamming power to dis-
rupt the MU’s communication. Furthermore, in 3-D network
environments where the MU moves continuously, finding an
optimal solution—GJ beamwidth, UJ transmit power, and UJ
moving path—is challenging.

Therefore, in this article, we propose a novel hierarchi-
cal distributed DRL-based cooperative jamming (HDRL-CJ)
method. The proposed HDRL-CJ adopts a decentralized agent
structure, where the GJ and UJ are defined as independent
agents and perform distributed learning. In addition, to effec-
tively respond to fast-moving MU in real-time, a hierarchical
framework is designed to allow the UJ to sufficiently learn
its mobility policy. In particular, HDRL-CJ takes into account
the limited battery constraints of the UJ and a reward-sharing
mechanism across different actions, enabling effective control
not only of the GJ’s beamwidth but also of the UJ’s mobility
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and jamming power. As a result, HDRL-CJ achieves effec-
tive jamming performance against MU while addressing the
computational complexity of centralized RL frameworks and
significantly reducing computational overhead.

D. Article Organization

The remainder of this article is organized as follows:
Section II presents the ground-to-air (G2A) and air-to-
air (A2A) channel models and the two-step beam pattern
design. Section III presents the proposed HDRL-CJ and each
agent’s MDP for optimal cooperative jamming. Section IV
demonstrates the excellence of the proposed method through
intensive simulations. Finally, the conclusions are presented in
Section V.

II. SYSTEM MODEL

This study considers a cooperative jamming system in a
secure air—ground integrated network designed to respond to
the intrusion of an MU into friendly airspace, as illustrated in
Fig. 1. In this scenario, the MU is assumed to be unaware of
the locations of the jammers and is controlled by command
signals from a malicious ground base station (MG). If only
a GJ is deployed, an MU equipped with 3-D mobility can
easily evade the jamming coverage and carry out its mission.
Therefore, to overcome the operational limitations of the GJ,
a cooperative jamming strategy that incorporates a mobile
jammer (i.e., UJ) capable of tracking the MU and provid-
ing additional jamming is required. In other words, the UJ
leverages its 3-D mobility to track the MU in real-time and
effectively neutralize it by jamming MU located in the GJ’s
coverage blind spots. In this study, the jammer actions are
optimized through RL. In addition, we assume that external
sensing devices can provide spectral information for command
signaling between the MG and MU and the position of the
MU. To analyze the SINR of the MU from the GJ and UJ,
we introduce the G2A and A2A channel models.

A. G2A Channel Model

The G2A channel model can be used to model the MG-
to-MU and GJ-to-MU wireless channels. This channel model
separates the line-of-sight (LoS) and non-LoS (NLoS) prop-
agations, considering ground buildings and other obstacles
obstructing the signal propagation between the ground nodes
(G € {g,.g,)) and aerial nodes (4 € {u,,u,}). In this
study, an elevation-angle-dependent probabilistic LoS model
was adopted as the G2A channel model [26], [27]. The LoS
probability between the ground node g € G and the aerial node
u €U (P°S) can be calculated using a formula based on the

(g:u)
sigmoid function as follows:

1
PLOS 9 " — 1
(g,u)( (g )) 1 +a@ x exp (—ﬂ % [e(g,u) _ a/]) (D
° h
gy = —— X sin™! —. (2)
(s d(g.u)

Here, @ and 8 are the G2A channel parameters for several
urban environmental deployments, as listed in Table I. This
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Fig. 1. System model of cooperative jamming using UJ and GJ.

TABLE I

G2A CHANNEL PARAMETERS FOR URBAN ENVIRONMENTAL DEPLOY-
MENTS [26], [27]

Environment ‘ o ‘ B ‘ ¢to5(dB) ‘ ¢NLoS(dB)
Suburban 4.88 | 0.429 0.1 21
Urban 9.61 0.16 1.0 20
Dense Urban 12.08 | 0.11 1.6 23
Highrise Urban | 27.23 | 0.08 2.3 34

G2A channel model is based on the environmental deploy-
ment model suggested by the International Telecommunication
Union-Radio Communication Sector (ITU-R). Although the
elevation-angle-dependent probabilistic LoS model does not
directly consider small-scale fading, o and f reflect the sta-
tistical long- and short-term characteristics of G2A channels
in different environments (suburban, urban, dense urban, and
high-rise urban). The 6,,, and d(,, represent the elevation
angle and distance between g and u, respectively, and #h,
denotes the altitude of aerial node u. From P{“g‘ﬁ), the NLoS
probability between ground node g and aerial node u (Pf,°)
can be calculated as P{0% = 1-P{%% . In addition, the LoS and

NLoS path losses (Lafjf), LE) can be obtained as follows:
Anfd,,
LS = 201log (—C (& )) + Lo 3)
Anfdgu
Ligiy =201log (—c . )) + NS 4)

where f and ¢ are the carrier frequency in GHz scale
and the propagation speed of the radio waves, respectively.
201log (%) denotes the free-space path loss, which is
equally included in both the equations. Using (3) and (4), we
can express the overall path loss L&?4, which combines the

(g:u)°
LoS and NLoS losses between g € G and u € U as follows:

[G2A _ plLos

LoS NLoS NLoS
e = P X Liguy T Plgay X Ligis o)

(g.u) (g:u) *

B. A2A Channel Model

In an A2A communication environment, the signal trans-
mitted by a UJ u, to an MU u,, is affected by a strong LoS
component and is subject to a free-space path loss model.
Thus, the path loss of a jamming signal in an A2A environment
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can be calculated using the Friis free-space equation, as
expressed in [28]

A2A _
L(y ) = 2010g(f) + 201og (d(u,,uM)) +3244.  (6)

Here, d, 4, and f are the distance between UJ u, and MU
u,, and the carrier frequency, respectively.

C. 3-D Two-Step Beam Pattern Design

The GJ exploits a 3-D directional beam with main and side
lobes to jam MU based on a two-step beam pattern design
with 3-D upward radiation [29]. For effective jamming, the
GJ mainly controls the beamwidth of the main lobe, and
its radiation gain can be calculated using the law of energy
conservation as follows:

1 /2 2
2 ), [0 n(, p)dpdd = 1 (7

where ¢ is the width of the main lobe from the z-axis
perpendicular to the reference plane and ¢ is the azimuth
angle. In addition, the beam gain is expressed as 7(¢, ¢) using
¥ and ¢. The radiation area A,, of the main lobe is a part of
the hemisphere and can be obtained as follows:

9 2n
/ / sin(¢)dpdyp = 2r (1 — cos())
o Jo
=A,,(0° <9 <90%. 8)

In addition, the radiation area of the sidelobe (Ay) is calculated
as the area of the hemisphere in the upward direction minus
that of the main lobe, which is equal to 2w — A,. The
relationship between the radiation gain and the radiation area
of each lobe with respect to the total radiation area can be
represented as

1= nm% + ns% = nm% + 773*2”27;4"1
where 7, and 7 are the radiation gains of the main and side
lobes, respectively. In (9), the values of 7, and n; can be
determined using the interlobe gain ratio ¢ as follows:

(©))

21
m:—:(S? 10
= A5 —A,+2n Oh (10)

2
= 11
5= A S5—A, +2n (I

Consequently, the channel gain of GJ (77, ) is determined by
? and the location of the MU u,, as follows:

e i 02 (9076, )
ng, = ) J M
15, otherwise.

(12)

D. SINR Calculation

Using the G2A channel model, A2A channel model, and 3-
D two-step beam pattern model, the SINR of the MU u,, (I, ),
which represents the effectiveness of the cooperative jamming

Authorized licensed use limited to: AJOU UNIVERSITY. Downloaded on February 28,2026 at 11:32:42 UTC from IEEE Xplore. Restrictions apply.



JEON et al.: COOPERATIVE JAMMING FOR SECURE AIR-GROUND INTEGRATED NETWORKS

of GJ g, and UJ u, against the command and control signals
from MG g,, to MU u,,, can be calculated as follows:

-1
G2A
PgM ~ (L(gM ’“M))

-1 -1 :
) X Mg, +2”./ (P”./ X (L?uzﬁuM)) ) +o?
(13)
In particular, I', is determined by three factors: the desired
received signal strength from the MG, jamming signal strength
from UJ and GJ, and additive white Gaussian noise.

Py, x (L
& (g,01y)

Uy

E. UAV Mobility Model

The MU u,, moves randomly in 3-D network space accord-
ing to the 3-D random mobility model. The MU location u,,
(Ceu,, (@), Yu,, (1), 24, () at time step 7 is obtained as

xu (0 = %, (1= 1)+ v, (Osin6, (Deosg, () (14)
Y, (0 =y, (1= 1)+ vy, ()5in 6, (Dsing, ) (15)
Zu,, (= Zu,, -1+ Vu,, (1) cos HMM () (16)

where ¢ denotes the discrete time step at which the position
of the malicious UAV (MU) is updated. Moreover, v, (£)(0 <
Vu, < v‘b?;"), Oy, (00 < 6, < 180°), and ¢, ()(0° < ¢, <
360°) represent the velocity, elevation angle, and azimuth
angle of the MU u,, respectively. The equations use the
velocity (v), elevation angle (6), and azimuth angle (¢) of
the MU to compute its position iteratively at each time step.
In addition, Vu,, (0, QMM (1), and bu,, (t) are randomly selected
within the specified ranges.

III. PROPOSED METHOD: HDRL-CJ

This study proposes HDRL-CJ, a novel cooperative jam-
ming framework that integrates optimal beamwidth control of
a GJ (DRL-GJ) with the movement and transmit power control
of a UJ (HDRL-UJ), aiming to maximize jamming perfor-
mance against MUs operating in friendly territories under the
command and control of an MG. In the proposed HDRL-CJ,
the GJ and UJ serve as the agents of DRL-GJ and HDRL-UJ,
respectively. Each agent operates its own neural network and
learns solely from its local state, which includes MU-related
information and the corresponding control variables. Hence,
no direct exchange of state information occurs between agents.
Moreover, since transmit power and position control for the
UJ involve considerable computational complexity, we design
a hierarchical DRL architecture in which the learning process
is divided into inner-loop RL for mobility control and outer-
loop RL for transmit power control.

Fig. 2 shows the proposed HDRL-CJ framework, which
integrates DRL-GJ and HDRL-UJ for cooperative jamming
by GJ g, and UJ u,. In this framework, GJ g, adjusts the
beamwidth at each timestep. The UJ u, performs mobility
control at each time step using inner-loop RL and adjusts
its transmission power every T time steps using outer-loop
RL. To maintain analytical clarity and maintain the spot-
light on communication-centric jamming performance, this
article confines its energy budget to transmission, deferring
propulsion-related considerations to future work. Accordingly,
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we concentrate on the tradeoff between energy efficiency and
jamming performance through the control of UJ’s transmission
power. This modeling choice allows us to reduce the overall
system complexity while maintaining a clear focus on jam-
ming performance as the core evaluation metric. The proposed
HDRL-CJ optimizes jamming performance by assigning sep-
arate action spaces tailored to the specific roles of each agent.
Specifically, the GJ is responsible for beamwidth control,
while the UJ handles both mobility and transmission power
control. This separation of action spaces allows for indepen-
dent optimization of each jammer’s functionalities within the
hierarchical distributed framework, thereby enhancing overall
learning efficiency and jamming effectiveness. A detailed
explanation of the RL of GL, inner-loop RL of UJ, and outer-
loop RL of UJ is as follows.

A. MDP Design for DRL-GJ

The goal of DRL-GJ is to maximize the jamming effect by
determining the optimal beamwidth. Specifically, as an agent,
GJ g, controls ¥ at each time step. A detailed description of
the state, action, and reward of DRL-GJ is as follows.

1) State of DRL-GJ ( S, (1)): The state of the GJ

sg, () comprises the beamwidth (¢(r)) and position
(xuM (), Yu,, (), Zu,, (#)) of MU Uy

s, (0) = {00), x4, (D), v, (1), 2, (O}

here, to enable the learning of dynamic network behav-
ior, Sg, (#) incorporates positional information, which is
designed to implicitly capture directional changes or
velocity of the MU as the position updates over time.
2) Action of DRL-GJ (agj (t)): As an action, GJ g, con-
trols its beamwidth. There are three actions such as
increment, decrement, and stay between the minimum
beamwidth 9™" and the maximum beamwidth 9™

ag, (1) € {(£A9,0), 9™ < 9(r) < 9™, (18)

3) Reward of DRL-GJ ( re,(1)): The reward of GJ g, (rg, (D)
is calculated based on FMM(t) obtained as a result of
the proposed cooperative jamming. Basically, the GJ g,
performs DRL-based beamwidth control to minimize the
achievable data rate “BW x log,(1 + T u, (1)) based on
DRL-GJ. To convert it into a maximization problem,
we consider “~BW X log,(1 + I, (#))” as a reward as
follows:

a7)

re, (1) = -BW x log, (1 + T, (1)) (19)

where BW is the frequency bandwidth.

B. MDP Design for HDRL-UJ

1) Inner-Loop RL of UJ: The UJ u, performs actions to
optimize not only its movement via the inner-loop RL but
also the amount of power transmitted via the outer-loop RL
for maximizing its jamming effect against the MU u,,. The
inner-loop RL in the proposed HDRL-UJ considers the UJ
as an agent and performs movement control to track the MU
u, at every time step, except when conducting the outer-loop

Authorized licensed use limited to: AJOU UNIVERSITY. Downloaded on February 28,2026 at 11:32:42 UTC from IEEE Xplore. Restrictions apply.



52612

I orics )
|_HDRL-CI |

Inner-loop RL of UJ ‘I—
alr(@®

H
] s, @), s+ 1)] |

Q-value

)

in
u

Loss Function ¢ (w.

Target
Q-value

Loss Function £(wg2*)

IEEE INTERNET OF THINGS JOURNAL, VOL. 12, NO. 24, 15 DECEMBER 2025

. ...................... ............ :

Agent of HDRL-UJ: %

Outer-loop RL of UJ

Q-value

ag (o)

v
[0, agit (), s (e + D]

Target
Q-value

L § | 74, (8) = —=BW X log(1 + I'y, () X Pf,(t)
7y
Envir t — i
( UJ Inner-loop RL(qy) & GJ RL(ﬂg,)) { UJ Outer-loop RL(Py) & GJ RL(ﬂg,))
e L 5
: 0 :

) 0y Qu) > qu,’ v w+es{ Iy, (8): SINR of MU
N 9, -9, H
(an) — («gn) :

() A
t+1 ] t
- («en)
Agent of DRL-GJ: A
Target i
~ | Q-value| :
S
3 .
: Target Net.| | g
. ¥ e H
'<‘E'J I ]\{f“";"{k A Replay 2
£ paate &0 T R C ) aEtats O 7,(t) = —BW X log(1 + I', (1))
@ 1 0
Q-value| @ : : ! =
®o-0® T, 0,2, O3, + D] |
Policy Net. | ag,(t) 7Y
Sgl(t) 7y :

Fig. 2. HDRL-CJ framework for secure air-ground integrated networks. GJ receives the sender state from the environment and performs beamwidth control
in DRL-GJ. UJ performs either movement control by UJ’s inner-loop RL or transmit power control by UJ’s outer-loop RL based on the state according to
Mod(z, 7). When each RL executes, a sample set is stored in the corresponding replay buffer, which is used to update networks.

RL. A detailed explanation of the state and action of the UJ
inner-loop RL is as follows.

1y

2)

State of UJ Inner-Loop RL (sit“j (1)): Considering the
jamming power and the location of MU u,,, s}fj (@) is
given by

s;nj ()= {Puj ), Xu, (t),yuj (t)’ZuJ 0,

X X, (DY, D220, D). (20)

Specifically, s}f’ (t) comprises the jamming power
of UJ u, (Puj (1)), Cartesian coordinate of UJ
u, (X, (1), yu, (1), 2, (1)), and Cartesian coordinate of MU
ty (1), o, (0, 2, (0). |

Action of UJ Inner-Loop RL (a}fj (#)): Here, the agent
performs its movement control to track the MU move-
ments

a (1) € {j:Axul, +Ay, Az, , 0} Q1)

A, u,) 2 dmin (22)
X < (1) < X (23)
Yt <y, (0 < Y 24)
Zi" <z (0 S 27 (25)

Within a given altitude range, UJ u, will move in
the x-, y-, and z-axes by the specified moving speed
Vu, [m/iteration] or stay in its current position. If UJ
u, approaches the MU too closely, the UJ could be
in danger on the battlefields. Therefore, UJ u, should
maintain a predefined minimum distance of ™" from
the MU u,,.

2) Outer-Loop RL of UJ: Every 7 time steps, the UJ u,
performs actions to optimize its transmit power via the outer-
loop RL to maximize its jamming effect against MU u,,, where
7 is the predefined outer-loop triggering threshold. A detailed
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explanation of the state and action of the UJ outer-loop RL is
as follows.
1) State of UJ Outer-Loop RL ( sgt"(t)): The state of UJ
outer-loop RL (sg‘l“(t)) comprises the same as (s},'; (1)) as
follows:

$900) = {Pu, (0, %0, (0,34, (0 22, 1),
X Xy, (0, Yy, (0, 2, (O} = 530 (1).

2) Action of UJ Outer-Loop RL (agj‘(t)): Here, UJ u,
controls its jamming power (Pu_, (7)) in the outer-loop RL.
UJ u, increases, decreases, or maintains the jamming
power by AP, between the minimum jamming power
(Pumjm) and the maximum jamming power (Pg‘;”‘)

(26)

a" (1) € {iAPuJ,O}, PO < P, ()< PI.(27)

3) Unified Reward of UJ: While GJ can receive permanent
power through the power grid, UJ is a battery-powered device;
therefore, the energy-efficient operation of UJ is essential.
Therefore, HDRL-UJ aims to simultaneously maximize the
term “~BW X log,(1 + I', (1)) to enhance jamming perfor-
mance and minimize P, (f) to improve energy efficiency. To
achieve this, we design a unified reward function that balances
the tradeoff between SINR and power consumption, enabling
the simultaneous optimization of mobility and transmit power
control. This optimization is carried out through a hierarchical
learning framework, where both the inner-loop and outer-loop
RL modules in the HDRL-UJ architecture use a shared unified
reward Tu, (?), which is defined as follows:

ru, () = =BW x log, (1 + Ty, () x Py (). (28)

If PM_, is not included in the reward function, the UJ always
transmits at maximum power to maximize jamming perfor-
mance, which can lead to rapid battery depletion. Accordingly,
the user can control the tradeoff between maximizing jamming
performance and energy efficiency by adjusting the weighting
factor ¢ € [0, 1] according to the network operational priority.
In this article, we perform numerical simulations with vari-
ous values of ¢ to thoroughly analyze the tradeoff between
jamming effectiveness and energy efficiency.

C. Q-Function Update and Policy

To maximize the reward (ru_, (¢) and re, (1)) based on SINR
I, (¢) at time step 7, the GJ determines the optimal beamwidth
and the UJ determines the optimal position and transmit power.
In HDRL-CJ, the Q function of the DNN is updated as follows:

0 (s(0), a(lw) « (1 = K)Q(s(1), a(t)|w)
k(0 +p- max O (st + 1), dlw)
(29)

where « € (0,1] denotes the learning rate, p denotes the
discount factor, w denotes the weight of the DNN, and o’
denotes the action with the highest Q value in state s(#+ 1) at
time step t+ 1. The reliability of the predicted Q value depends
on the training degree of the neural network with weight w.
To achieve the goal of HDRL-CJ, the target network trains
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the learning network to approximate the predicted Q value to
the target Q value. As the training progresses, the learning
experience is stored in the form of (s(¢),a(t), r(r), s(t + 1)),
and minibatches are sampled from the replay buffer. These
minibatches were then used to update the weight w of the
policy network. We define a loss function £(w) to approximate
the predicted Q value to the target value, as follows:

T

lw) =) [Q(s(t),a(t)lw)

=0
2
_ (r(t) +p- éng_)"(_l) 0 (S(t + 1), a’lw)):| . (30)

The agents update their weights w to minimize the function

{(w) using the values sampled at batch size T.

In addition, we used a decayed e-greedy policy to allow
each agent to fully explore different states early in learning
[20], [21]. This policy can be expressed as

Random action, &(1) 3
a(t) = ’ 3D
1 1- .
arg u’g(ellil)Q (s(t +1),a Iw) s e(t)

The number of actions of an agent varies depending on the
MDP design. The amount of exploration during the learning
process was adjusted to ensure sufficient exploration. The
&(t), which determines the ratio of an agent’s exploration and
exploitation at time step ¢, is calculated as

(1) = Einit (1 = £igig) 5 (32)

where &;,;; is the initial & value. In addition, & denotes an

exploration parameter that adjusts the attenuation rate of &,
and |a| is the cardinality of the action set.

The HDRL-CJ agents are designed based on an MDP
framework and use a deep neural network consisting of an
input layer, Ny hidden layers, and an output layer. Each layer’s
nodes are defined 1 = {lp,l1,...,0n,,...,In,. In,+1). Here, Iy
represents the input layer, corresponding to the size of the state
space. The [,, hidden layers use rectified linear unit (ReLU)
activation functions with a predefined number of nodes. The
In,+1 represents the output layer, which corresponds to the
size of the action space. The exact values for the number
of each layer’s nodes are determined based on the specific
characteristics of each agent. This hierarchical distributed
DRL framework, constructed using a deep neural network,
allows GJ and UJ to effectively execute cooperative jamming
operations tailored to dynamic mobility scenarios.

The proposed HDRL-CJ method randomly places MU u,,
and UJ u, in a given network area and initializes the jamming
power of UJ u, and the beamwidth of the GJ to random
values within predefined ranges. During each iteration, the GJ
g, performs beamwidth control, whereas the UJ u, performs
movement or power control via the inner or outer-loop RL,
depending on 7. In each episode, MU u, randomly moves
based on the UAV mobility model with a maximum veloc-
ity of vum;". The detailed process of HDRL-CJ is given in
Algorithm 1.
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Algorithm 1 Detailed Operational Procedure of HDRL-CJ

1: Initialization ¢ and PMJ, random distribution of UJ u, and
MU u,,.
2: for e = 1: Number of episodes do

3: for i = 1: Number of iterations do

4: Update time slot # = ¢+ 1.

5: Calculate state Su, () and Sg, (1) of agent UJ u, and
Gl g,.

6: GJ g, chooses actions ag (1) using the decayed &-

greedy policy and adjusts its J(f) accordingly.

7: if Mod(i, 7) = O then

8: UJ u, chooses the outer-loop action a””’(t) using
the decayed e-greedy policy and adJust its Py (1)
accordingly.

9: Calculate L, @® and reward ru, (1), rg, (D).

10: Update next state su, (1+1), 55, (1+1) and weight
wﬁ"’ O

11: Save samples [s(8),a(?), r(t), s(t+1)] to the replay

memory of UJ u, and GJ g,, respectively.
12: else

13: UJ u, chooses inner-loop action aifj () using the
decayed e-greedy policy and moves its position
accordingly.

14: Calculate I', (1) and reward r, (t+ 1), rg (t+1).

15: Update next state sy, (t+1), Sg, (t+1) and weight
wy' W,

16: Save samples [s(8),a(t), r(t), s(t+1)] to the replay

memory of UJ u, and GJ g,, respectively.
17: end if
18: end for
19: MU u,, moves randomly with UAV mobility model.
20: end for

IV. SIMULATION RESULTS

In this study, we consider a scenario in which a single
GJ is located at (70, 70, 0) [m], and one or more UlJs
operate within a 140 [m] %140 [m] area to jam the signal
received by the MU from the MG positioned at (20, 20,
0) [m]. To ensure consistency in the learning environment
and to enable a clear analysis of the performance of the
proposed HDRL-CJ method, both P, and P, are fixed at
10 [W] [30], [31], [32]. Spe01ﬁcally, in thlS network, the
MG functions as an adversarial ground node that transmits
command signals to the MU. By fixing P, , we eliminate
ambiguity in the MU’s received signal that could otherwise
arise simultaneously from both MU mobility and fluctuations
in P, . Meanwhile, the GJ can dynamically adjust its jamming
coverage and intensity through beamwidth control based on a
two-step beam pattern, and thus operates with a fixed transmit
power P, . This configuration enables a clear isolation of
the cooperative jamming control effects during training and
ensures the stability of the learning process. In particular,
the MU moves according to a 3-D random mobility model
and receives command signals from the MG. In addition,
UJ and MU adjusted their altitudes to within the range of
[A™in p™2X] The other simulation parameters are listed in
Table II. Furthermore, to evaluate the jamming performance
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TABLE I
SIMULATION PARAMETERS

Parameter Value
Carrier frequency (f) 2.4 GHz
Bandwidth size (BW) 20 MHz
Thermal noise power (c%) -110 dB
Excessive path loss (¢L°, (VLoS) 0.1, 21 dB
Suburban’s parameter («, (3) 4.88, 0.429
Beamwidth angle interval (A1) 5°
Maximum beamwidth (1#™2%) 45 °
Minimum beamwidth (™) 20 °
Lobe gain factor (d) 40
Transmission power of MG (PgM) 10 W
Transmission power of GJ (PgJ) 10 W
Transmission power of UJ (PuJ) 1~5W
Maximum altitude (h™?%) 160 m
Minimum altitude (h™) 100 m
Minimum distance btw. UJ and MU (d™") 20 m
Outer-loop RL period (1) 5 iterations
Initial epsilon value (€;,i¢) 0.99
Exploration parameter (&) 12
Learning rate (k) 0.0001
Discount factor (p) 0.5

of HDRL-CJ, several methods are considered as benchmarks.
These include random action (RAND), GJ only, UJ only,
a predefined trajectory of UJ (PT), without reward-sharing
(w/o R-S), centralized DRL (C-DRL), and QL. A detailed
description of the benchmark methods is provided below.

1) (BM1) RAND: The RAND randomly controls the
beamwidth of the GJ and the transmit power and position
of the UJ at each iteration. RAND is helpful in analyzing
the convergence behavior of HDRL-CIJ.

2) (BM2) GJ Only: A conventional method using only
GJ, where GJ performs jamming through RL-based
beamwidth control according to the location of the MU.

3) (BM3) UJ Only: A conventional method using only UlJ,
where UJ performs jamming through RL-based transmit
power and movement control according to the location
of the MU.

4) (BM4) PT: The UJ is executing cooperative jamming
maneuvers within a predefined moving path with dimen-
sions of 100 [m] x100 [m]. Here, UJ performs only
transmit power control.

5) (BM5) w/o R-S: A variant of HDRL-CJ without reward
sharing, where the DRL-GJ and HDRL-UJ learn inde-
pendently of their respective local rewards using separate
neural networks, without considering each other’s jam-
ming influence.

6) (BM6) C-DRL: Using a centralized DRL framework, a
central controller manages both GJ and UJ based on the
network information.

7) (BM7) QL: A QL-based method where each agent shares
the same MDP elements as HDRL-CJ.
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Fig. 3. Accumulated average reward of the proposed and benchmark methods.
(a) Average reward of HDRL-UJ versus episode. (b) Average reward of DRL-
GJ versus episode.

As with other DRL-based approaches, the proposed HDRL-
CIJ relies on high-dimensional nonlinear function approxima-
tion, making it challenging to formally guarantee convergence
to a globally optimal solution in dynamic environments [33],
[34]. Accordingly, we first rigorously evaluate the fundamental
performance of HDRL-CJ in a static environment, including
convergence and objective-driven behavior, and verify its
optimality by comparing the results with the true optimum
obtained through exhaustive search. Then, we demonstrate
the practical superiority of the proposed framework in more
complicated and dynamic environments through comparisons
to representative benchmark methods. Fig. 3 demonstrates the
convergence of the proposed jamming techniques in a static
environment. Simulations were conducted over 100 episodes
with 5000 iterations per episode. The initial positions of the UJ
u, and MU u,, were randomly assigned, while the MU’s posi-
tion was kept fixed during training. To verify the convergence
of HDRL-UJ and DRL-GJ, the ground-truth optimum was
obtained through an exhaustive search procedure. As baselines,
RAND refers to a policy that randomly controls the GJ
beamwidth and the UJ’s transmit power and position at each
iteration. In contrast, RAND + fixed Puj fixes the outer-loop
transmit power of HDRL-UJ while randomizing the remaining
control variables. In Fig. 3(a), the error bars of HDRL-
UJ decrease progressively as training proceeds, indicating
reduced variance and stable convergence. In Fig. 3(b), DRL-
GJ converges to a value slightly below the exhaustive-search

52615
571 =&= HDRL-CJ (Suburban) = = Optimal (Suburban)
2 =f= HDRL-CJ (Urban) Optimal (Urban)
§ 6 =sp=_HDRL-C] (Dense Urban) = = Optimal (Dense Urban)
E -e— HDRL-CJ (Highrise Urban) = = Optimal (Highrise Urban)
= 5
>
2 4/
o
&
53
L
o 2
2 <4
g1
2
S
£0
0 20 40 60 80 100
Iteration

Fig. 4. Achievable data rate by SINR of HDRL-CJ according to various
network environments.

=8
= =©= HDRL-C)
g_ u:,».‘}ij QL
Q
Z == C-DRL
o
Z
o5
o
94
g
83
©
kel
2
Q
©
21
¥ =
1)
<+
% 20 40 60 80 100

Iteration

Fig. 5. Achievable data rate by SINR of HDRL-CJ, C-DRL, and QL.

optimum, since its reward function accounts for the achievable
data rates by SINR for both the GJ and UJ. Consequently,
HDRL-UJ and DRL-GJ outperform RAND and RAND + fixed
P, in terms of achievable data rates by SINR.

Fig. 4 shows the simulation results of the proposed HDRL-
CJ scheme in four representative environments: suburban,
urban, dense urban, and high-rise urban. In all the scenarios,
the achievable data rate of HDRL-CJ gradually converged to
the optimal value through the learning process, demonstrating
the robustness and adaptability of the proposed cooperative
jamming strategy across diverse channel conditions. Notably,
in environments with higher density, the data rate under SINR
conditions was observed to be relatively lower, while also
exhibiting faster convergence to the optimal value. This effect
can be attributed to the multipath propagation environment,
which acts not only as a source of interference but also as a
factor that partially enhances the jamming effectiveness.

Fig. 5 resents a performance comparison between the
proposed HDRL-CJ, designed with a hierarchical distributed
framework, and conventional methods such as C-DRL and
QL. The simulation results show that the achievable data
rate by SINR of HDRL-CJ rapidly converges to the optimal
value within the given training period. While C-DRL also
converges to the same optimal value, its convergence rate
is slower than that of HDRL-CJ. In contrast, QL fails to
converge within the same training time due to the exponential
growth of the Q-table with the network size. The superior
performance of HDRL-CJ originates from its hierarchical
design, which effectively addresses the joint optimization
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TABLE III

SINR AND ACHIEVABLE DATA RATE BY SINR FOR HDRL-CJ
ACCORDING TO PATH OF MU

Achievable data rate

Path of MU SINR[dB] by SINR[Mbps/Hz]
Random path -11.33 2.08
Pre-defined path 1 -10.77 241
Pre-defined path 2 -9.75 2.68

of the UJ’s mobility and jamming power. By separating
these physically distinct control actions into inner and
outer loops, the proposed model not only captures their
interdependence more precisely but also inherently reduces
the dimensionality of the learning space, thereby mitigating
the high computational complexity that would arise if
they were treated as a single flat optimization problem.
In contrast, QL suffers from the exponential growth of
the Q-table, while C-DRL incurs substantial computational
overhead due to its centralized structure. Consequently, both
C-DRL and QL exhibit significantly higher computational
complexity than HDRL-CJ, leading to much longer training
times. In addition, we provide a quantitative analysis of
the computational complexity of HDRL-CJ. The complexity

s given by O (leyl@h + Z i + 3ly,) + [l

T AN sy +30,) (52 + (70 + 2 ey + 7lNH)§).

This expression shows that the complexity of HDRL-
CJ scales linearly with the number of agents when
considering the hierarchical learning cycle. In contrast,
nonhierarchical structures have the following complexity:
Olg (41 +E0 Il 1 430 ) gl (Tl AN el 1 +91,)s
which imposes a greater computational burden than hierarchi-
cal designs. Moreover, the centralized nature of C-DRL leads
to a complexity of O(8(lg, |+l +Zpr Il +28181w01 Ty, )
which grows exponentially with the number of agents.
These results confirm that HDRL-CJ achieves efficient
optimization of heterogeneous control actions with
significantly lower computational complexity. This makes it a
practical cooperative jamming solution for scalable network
environments.

Table III presents the SJNR and the corresponding achiev-
able data rate of the proposed HDRL-CJ technique under
different MU mobility patterns. The MU is configured to
move at a maximum speed of vj¥* = 10, with three types
of mobility patterns considered: a random path, a rectangular
path (predefined path 1), and a zigzag path (predefined path
2). In predefined path 1, the MU maintains a constant altitude
while following a square trajectory of 80 [m] x 80 [ml],
whereas in predefined path 2, it moves through a 90 [m]
x 90 [m] area in a zigzag pattern. The simulation results
show achievable data rates by SIJNR of 2.08, 2.41, and
2.68 [Mbps/Hz] for the random path, predefined pathl, and
predefined path2, respectively. These results demonstrate that
the proposed HDRL-CJ consistently maintains high jamming
performance while effectively adapting to both the structured
and unpredictable MU mobility scenarios, thereby proving its
flexibility and robustness in dynamic environments.
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Fig. 6 presents the simulation results according to the
weighting parameter ¢ in the unified reward function of the
Ul. As ¢ approaches 0, HDRL-CJ prioritizes maximizing
jamming performance, whereas as y approaches 1, energy
efficiency becomes the primary objective. Simulation results
show that when ¢ = 1, the achievable data rate increased by
1.04 [Mbps/Hz] compared with the case when ¢ = 0, while
power consumption decreased by 3.87 [W]. Consequently,
energy efficiency improved by 1.63 [Mbps/Hz/W]. These
findings demonstrate that the proposed HDRL-CJ framework
can effectively perform cooperative jamming while adequately
considering the battery constraints of the UJ. Therefore,
depending on the tactical network environment, the proposed
unified reward function enables flexible adjustment of the
tradeoff between jamming performance and power consump-
tion.

To analyze the cooperative jamming performance of the
trained HDRL-CJ, Fig. 7 shows the average achievable data
rate of the MU using the UJ. Simulations were performed for
100 episodes, with each episode comprising 100 iterations. In
every episode, the position of UJ, the jamming power of UlJ,
and beamwidth of GJ are randomly initialized. In addition, at
each iteration, the MU u,, randomly moves within the 3-D
network area, the UJ performs either movement or transmit
power control, and the GJ performs beamwidth adjustment.
The MU u,, and UJ u, moves with a maximum velocity
v;“;" € {0, 1, 5, 10, 20, 40} [my/iteration] and v,, € {1, 5,
10} [m/iteration] When vﬁl:" = 0, the achievable data rate of
Vi, = 5 was 2.5% higher than the achievable data rate of Vu, =
10. However, the achievable data rate by SINR for v, =1 is
27.9% higher. This gap can be because when v, = 1, the time
required for a randomly placed UJ to approach the minimum
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distance to the MU increases, which subsequently increases the
overall achievable data rate by SINR. Moreover, because vm;"
increases, the performance gap between the achievable data
rates by SINR of v, =5 and v, = 10 increases gradually.
When v{f‘;" = 10, the achievable data rate of v, = 11is 78.33%
higher than the achievable data rate of v, = 10, and the
achievable data rate of v, =5 is 5.83% higher. As the value of
vmax increases, it becomes increasingly challenging to maintain
the minimum distance between them. In other words, the gap
in the achievable data rate according to v, increases when
v{l“;" increases. In summary, when Vu, exceeds vm;‘", a stable
jamming performance is achieved. Moreover as the MU’s
speed exceeds and further increases beyond Vi, HDRL-CJ’s
performance tends to decline gradually. Nonetheless, when
the MU’s speed increased to v'“aX = 40, the achievable data
rate was 9.89 [Mbps/Hz], which is 64.89% lower than the
maximum value of 28.17 [Mbps/Hz]. This demonstrates that
HDRL-CJ still delivers meaningful jamming performance even
in more complex environments.

Fig. 8 illustrates the position of the MU, the movement
trajectory of the UJ, and the beamwidth adjustments of the
GJ during a specific episode where v, = 10 and v“‘a" = 10.
In this scenario, the MU and UJ are initially located at
(30, 110, 120) [m] and (90, 40, 160) [m], respectively, as
shown in Fig. 8(a). Throughout the iterations, the UJ and
GJ continuously optimize jamming performance based on the
real-time movement of the MU. At iteration 20, the MU moves
to (36, 83, 127) [m], and the UJ repositions to (50, 100,
130) [m], reducing the distance between them to 22.7 [m],
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Tllustration of trajectory of UJ, beamwidth of GIJ, and location of MU. (a) Ist iteration. (b) 20th iteration. (c) 40th iteration. (d) 60th iteration.

as shown in the inset of Fig. 8(b). Simultaneously, the GJ
adjusts its beamwidth to an optimal value of 25°, centered
at 15.8°. At iteration 40, the MU further moves to (41, 80,
101) [m], and the GJ reconfigures its beamwidth to 25°, now
centered at 16.6°. Meanwhile, the UJ is located at (40, 100,
120) [m], resulting in an increased distance of 27.5 [m] from
the MU. Despite these dynamic changes, the MU remains
within the main-lobe region of the GJ for 86.67% of the
simulation duration, and the average distance between the MU
and UJ is maintained at 29.3 [m]. These results demonstrate
the effectiveness of the proposed HDRL-CJ framework in
adapting to previously unseen MU movement patterns while
maintaining robust cooperative jamming performance.

Table IV presents the simulation results of the SINR and
achievable data rate by SINR of the MU when the num-
ber of episodes is 100, the number of iterations is 100,

= 10, and v,, = 10. The average achievable data rates
by SINR for the GJ only, UJ only, and w/o R-S methods
were 46.15%, 348.08%, and 136.54% higher than those of
HDRL-C]J, respectively. This result empirically demonstrates
the superiority of HDRL-CJ’s cooperative jamming perfor-
mance over benchmark methods that use only a single type
of jammer or operate without reward sharing. In contrast, the
PT method achieved a 37.50% higher achievable data rate by
SINR despite using both UJ and GJ. This result shows the
importance of optimizing the movement of the UJ in A2A
jamming.

As the moving speed of the MU increases, it becomes
increasingly challenging to adjust the beamwidth of the GJ and
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TABLE IV

SINR AND ACHIEVABLE DATA RATE BY SJINR FOR HDRL-CJ AND
BENCHMARK METHODS UNDER v, = 10 [M/ITERATION], vum;" =10

[M/ITERATION]
Benchmark Achievable data rate
method SINR[dB] by SINR[Mbps/Hz]
HDRL-CJ -11.33 2.08
GJ only -9.57 3.04
UJ only -5.60 9.17
w/o R-S -7.39 4.92
PT -10.77 2.41

control the movement of the UJ to respond in real time to the
movement of the MU. One potential solution to this problem
is to increase the number of UlJs, provided their moving
speeds are limited. Fig. 9 illustrates the average achievable
data rate of the MU based on SINR and energy efficiency,
according to the variations in the MU’s maximum speed,
under the conditions of Vi, = 10, 100 episodes, and 100
iterations. Since the proposed HDRL-CJ is based on a dis-
tributed learning framework, each UJ uses a pretrained model
learned in a single-UJ environment and dynamically optimizes
its jamming strategy in multi-UJ scenarios using its individual
jamming power and positional information. Fig. 9(a) shows the
performance stability of HDRL-CJ under dynamic scenarios
where v} exceeds v, . First, when the MU is stationary (i.e.,

vmax = él) the achievable data rate by SINR with a single
UJ and GJ is 2.08 [Mbps/Hz]. When the number of UlJs is
increased to two and three while keeping the number of GJs
fixed at one, the achievable data rate decreases by 0.54 and
0.87 Mbps/Hz, resulting in 1.54 and 1.21 Mbps/Hz, respec-
tively. This clearly indicates that increasing the number of UJs
enhances the jamming performance, thereby more effectively
degrading the MU’s communication capability. Meanwhile,
when there is a single UJ and the speeds of the MU and
UJ are equal (ie., v,;** = v, ), the achievable data rate by
SJINR increases to 3. 80 [Mbps/HZ] indicating a degradation in
jamming performance compared with the stationary MU case.
As vi"* increases further, the distance between the MU and UJ
growsﬁ,d, resulting in a gradual decline in jamming effectiveness
for a single UJ. Nevertheless, even when the MU moves
at four times the speed of the UJ, the data rate remains at
8.16 [Mbps/Hz], which is 2.1 times higher than in the equal-
speed case and corresponds to 46.5% of the maximum value,
17.56 [Mbps/Hz]. These results demonstrate that despite lim-
itations imposed by speed disparities between the MU and
UJ, HDRL-CJ can still achieve a significant level of jamming
performance within the given environment. When v** = 40,
the achievable data rates by SINR with one, two, and tﬁree Uls
increase by 3.9, 3.6, and 3.4 times, respectively, compared with
the case where v““lX = 0. As shown in Fig. 9(b), at vm‘*X =40,
the energy efﬁmency decreases by 16.94% and 29. 10% when
using two and three UlJs, respectively. However, the achievable
data rates by SINR with two and three UJs are observed
to decrease by 31.96% and 49.69%, respectively, compared
with that with a single UJ, indicating an improvement in
jamming performance. These results confirm that increasing
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the number of UJs not only provides an effective coun-
termeasure against high-speed MU mobility but also offers
practical advantages in terms of expanding jamming cover-
age and maintaining performance, even when some Uls are
detected.

Fig. 10 shows the reward of UJ u, with a hierarchical RL
framework based on the variations in 7. The hierarchical RL
framework can reduce the overall computational complexity
when determining the optimal movement and transmit power
control. When 7 = 2, more time is required for the UJ u, until
the optimal position is found in the entire 3-D space; this is

Authorized licensed use limited to: AJOU UNIVERSITY. Downloaded on February 28,2026 at 11:32:42 UTC from IEEE Xplore. Restrictions apply.



JEON et al.: COOPERATIVE JAMMING FOR SECURE AIR-GROUND INTEGRATED NETWORKS

because the transmit power control and movement control are
performed alternately once each. However, when v = 1000, UJ
u, may not be able to determine the optimal transmit power,
meaning that the UJ herein should only perform movement
control. Therefore, determining the optimal 7 value depending
on the network situation is very important.

V. CONCLUSION

In this study, HDRL-CJ was proposed for cooperative
jamming based on a hierarchical DRL architecture in secure
air—ground integrated networks. HDRL-CJ uses G2A and
A2A jamming via the GJ and UJ to maximize the jamming
performance against the MUs operating within friendly terri-
tories. To achieve this goal, the GJ controls the beamwidth
by considering a tradeoff between jamming coverage and
strength. In addition, the UJ performs optimal movement
control to track the MU and optimal transmit power control
to overcome limited battery power. The simulation results
demonstrated that HDRL-CJ could find the optimal solution
during the simulation time, whereas nonhierarchical RL-based
methods failed to achieve this goal. Furthermore, HDRL-CJ
outperformed several benchmark methods, and it was found
that additional UJs and their faster movement can enhance
the jamming performance. Based on these results, we can
conclude that the proposed HDRL-CJ method can be adap-
tively applied to various military network environments. We
hope that this study will help in developing robust and secure
air—ground integrated networks in the future.

In future work, we plan to more realistically reflect the
power consumption characteristics of battery-constrained UlJs
and the mobility patterns of MUs. For example, by incorpo-
rating movement-related energy consumption and MU speed
into the MDP design, we aim to develop an effective jamming
strategy that considers energy efficiency even in complex
environments.
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